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21 JUN 1972

MEMORANDUM FOR: Director of Security

SUBJECT . Uniform Controls

1. This memorandum is for your information and to
alert you to a possible request for action from the DDS.

2. On 10 May, the Office of Security presented at the
Deputies' meeting proposals to'ease Compartmented Controls.
The discussions following the presentatlon resul‘ced in tasks to
the Office of Security to: ' '

() Prepare the proposed modifications in
the form of a memorandum from Mr. Colby to
the DCI and obtain the coordination of the DD's.,

{b) Establish a uniform control procedure for
both collater al TOP SECRET and Compartmented
Controls.

(c) Review this uniform control procedure against’

the requirements of Executive Order 11652,

3. At the Deputies' meeting on 2 Mg;t Mr, Colby expressed .
continuing interest in the results of Office of Security efforts along
these lines and instructed that the uniform control procedure be '"no
tighter than required by E. O. 11652 for the protection of TOP
SECRET material,'"" He also proposed that the collateral TOP
SECRET Control System, now under the Central Record Service,
be. transferred to the Office of Security.
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4., The DDS accepted the realignment of TOP SECRET
Control functions and the Physical Security Division has been
designated as the responsible office. Details are still being
worked out. ' '

5. The memorandum on modification of compartmented
controls was completed. As you recall the DDS told us not to
coordinate it with the Deputies. He asked for our suggestion for
an excuse so that he would not have to discuss the matter at the
DCI's meeting last month., We suggested he say he
wanted to review further the possible ramifications of Executive
Order 11652, Apparently Mr. Coffey was successful in delaying
because the proposals were not discussed. However, he has not
returned our memorandum and we don't know just where we stand.

6. We went ahead and prepared a set of uniform controls
to be applied to both collateral TOP SECRET and Compartmented
material, We complied with Mr. Colby's instruction to make them
no stricter than required by Executive Order 11652. We included.
some, but not all, of the .nodifications proposed to ease compart-
mented controls.

7. proposed during the week of 12 June that
we not attempt to ease the controls over the relatively small
number of collateral TOP SECRET documents. We rewrote the
controls accordingly. Recognizing the tremendous volume of
compartmented material, we included the waivers given to the
DDI in 1963 and 1964 for handling compartmented material, As

now constituted, the proposed controls for collateral TOP SECRET

are somewhat easier and for compartmented material are some-
what tighter.

8. There is one entirely new concept in the uniform pro-
cedure. We call for the use of ADP in controlling TOP SECRET
and compartmented material., We hope to -expand on the NPIC
ADP system which has been successfully employed over the past
three or four years. ' '
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9. We are of the opinion that Mr. Colby will use whatever
we send forward on uniform controls as prescription for _
dissemination, accountability and production controls. This opinion ,
is based on the fact that ‘ha.s called two or three times _ STAT
and inquired about the progress on uniform controls, We referred |
him to the DDS, On 21 June Evans said he would call Mr. Coffey
to learn the status of the modification paper and the paper on
uniform controls. This might result in a call to you. This memo-
randum may provide material for a response,

10. We think the paper on uniform controls should be .
carefully coordinated with all parties concerned and with your
approval will start to do so. We anticipate two major problem
areas arising from our coordination: '

(2) Other Directorates will want the same
waivers of compartmented controls granted to the
DDL |

(b) Since the controls for collateral TOP
SECRET and Compartmented mea*=erial are the
same, the DDI may request that the requirement
for Simplex locks in lieu of the barrier be either
made uniform for all areas holding TOP SECRET
material or that the requirement be eliminated.

11. Attached at TAB A is a copy of the latest version of the
uniform controls. We have attached at TAB B a copy of the memo-
randum for the DCI from Mr. Colby on Proposed Modifications.

t is this memorandum that Mr. Coffey continues to hold, .

STAT

~Acting Chief, Special Security Center

Attachments
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MEMORANDUM FOR: Director of Security
SUBJECT : Uniform Security Controls for Collateral
' TOP SECRET and Compartmented
Intelligence Material

This memorandum is in response to the Executive Director's
request of 10 May and 2 June 1972. It represents a compilation of
controls proposed as a uniform system within the Agéncy to satisfy .
secui'ity needs for both collateral TOP SECRET and compartmented

TOP SECRET intelligence material.

1. CONTROL OFFICERS

Agency TOP SECRET and/or Compartmented Control Officers
will be designated as needed to receive and facilitate the transmission .
and control of TOP SECRET documents and to establish offices of

record for major organizational components.

2._ TOP SECRET CONTROL NUMBERS

Each TOP SECRET document prqduced or received by an-
activity or individual in CIA will bear a TOP SECRET control lv'lurnber -
which will serve to identify the document for purpOsgs of control

and accountability as long as it remains in the Agency.
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(a) Documents Originated in CIA

Documents produced in CIA will be asl'signe'd a control
number by the CTSC in the case of collateral TOP SECRET,
and by the compartmented control of'ficerb in the case of
c01npartménted intelligence.

(b)) Documents Received from Outside CIA

bg

TOP SECRET documents received from outside of
CIA will bear the originator's TOP SECRET control
number. This number will be used to control the doc;l—
mei.t for the period of retention Withinrthe Agency.

3. TOP SECRET LOGS

TOP SECRET documents produced or received by CiA will
Ee recorded by the area TOP SECRET control officer or the compart-
mented control officer. A Iog record wiil be maintained on an ADP
form. Each subsequent transfer of a copy of a document outside tk.le '
area will be recorded on the card or a duplicate card showing date
of transfer, recipient and courier receipt number if applicable. |
Therie is no fequirement fér loggiﬁg TOP SECREVT docurng—:ntsrthat
originate .and remain within a Directorate, antrol cards may be

destroyed three years after the documents shown have been destroyed,
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.downg’raded, transferred to Records Center or sent outside of the
purview of the control officer. The control card will reflect the

( .
TOP SECRET control number, originating office, date of document,'

copy number(s), number of attachments.

4, COVER SHEETS

A control and cover sheet will be prepared by the control
officer for each copy of every TOP SECRET document originatéd in
his area, The cover sheet will remain -a't'cached to‘ the documéht until_‘
such time that the document is downgraded or destroyed. New cover
sheets will be attached when dispatched outsidé of CIA. Each cdntfol
officer who receives the document will sign in the> left;halz'ld éolﬁmn
and record the date of receipt. Each individu_al other than the contrql
officer who receives the document will. sign in the rivght—hand column. '
The cover sheet may be used as a crertificatevof destruction,

5, TRANSMISSION OF TOP. SECRET DOCUMENTS

(a) TOP SECRET documents may be derlive'red by any
Agency courier service. - |

(b) TOP SECRET ci'ocuments may be del‘viAv;ered th;ough-

oﬁt the Headquarters Building By’ any staf:é officer accredited
for éccess to the maferiai. | |

(c) Compvartlnented TOP SECRET doc_mﬁents are ‘to be
delivered oniy' to indi:viduals approved for acc;e:.ss to. the

-3-
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material involved.

TOP SECRET MATERIAL TRANSMITTED WITHIN
THE AGENCY

(a) Document receipts need' not-be used when trans-
: mitting TOP SECRET documents solely Wi‘chin a
. Directorate. .The originating office or the receiving
control area will maintain an accountability régiste‘r’.r‘
(b) Document Receipt Foi'm 2600 will be used when
a TOP SECRET document is t‘ransnli’.tted betweéﬁ
‘Directorates or independent offices.
(c) ‘If copy number one of Form 2600 is not returned
 within 14 days, a followeup will be initiated.
. (d) The Couﬂers Classified Mail Receipt Form 240a
- shall be used as reéeipt for TS packages.

TOP SECRET MATERIAL TRANSMITTED OUTSIDE
THE AGENCY

(a) Courier Receipts

Couriers Classified Mail Receipt Fbrm 240a will be
‘prepared for‘each TOP SECRET document o'rb group .of |
documents., The receipts will be numbered serially and
the number will be inspribed on the ‘c.oz;respc;ndi‘ng document

receipt and on the envelopes or wrappers. The courier will

-4
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sign and enter the date and time of pick-up on the duplicate
which will be maintained in the transmitting office.

(b) Document Receipts

A document receipt Form 615 x:vill be pfepared in
duplicate for reach document or group of documénfs, The
original document receipt will be encloséd with the docurﬁe‘nts _
in the inner wrapping and the duplicate rgtained pending breturn
of the original. A follow-up will be made on any docume‘nt at
the eﬁd of a two-week period, if receipt is not returned.

6. WRAPPING

(a) TOP SECRET Material Transmitted within the Agéncy

TOP SECRET documents may be transmitted throughout
the Headquarters Building in a single envelope or brief case.

{(b) TOP SECRET Material Transmitted Outside the Agency

TOP SECRET information and maf;erial ‘shall.be enclosed
in opaque inner and outer covers before transmit.t.ing. The
inner cover shall be a sealed wrapper or ¢nvelope plainly
marked with the ass.igned. classification and address, - The
outer cover shall be sealed and addressed with no Findicati’on

of the classification of its contents.

Declassified in Part - Sanitized Copy Approved for Release 20112/1 0/26 : CIA-RDP10TO1930R000600030026-3 —_—



Declassified in Part - Sanitized Copy Approved for Release 2012/10/26 : CIA-RDP10T01930R000600030026-3

Q

7. DESTRUCTION OF TOP SECRET DOCUMENTS

The destruction of TOP SECRET documents must be
accomplished in accordance with applicable lawé and regulations aan
questions concerning the legal authority for the destruction of Govern-
ment records should be referred to the area records officer. vSurp.lus
copies of TOP SECRET documents may be destroyed by btlrning or’
pulping. This is accomplished .by the custodian or his desigqeé By :
tearing or shredding into any standard disposal bag, Tile date of
destruction will be recorded in the a‘rea. TOP SECRET log. |

8. REPRODUCTION OF TOP SECRET DOCUMENTS

TOP »SECRET documents may be reproduced only upon
authorization by the originator and reproduction vmusr'c be limifed
to the minimum number of copies required for efficient operation.
Reproduction copies will be cc;ntrolled in the same manner as pi'e.s- |
cribed for original copies.

(a) CIA Produced Décuments

Permission to reproduce CIA produced documents will
be obtained from the originator if within the area proposing -
to reproduce or through the appropriate control officer if in

ancther area.

H
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(b} Non-CIA Produced Documents

Permission to repréduce TOP SECRET document‘sv |
of other than CIA origin will be requested thfgugh the
receiving control 6ffice'r.

| 9. ACCOUNTABILITY

In July of each year the Control Officers -\Vill submit their
ADP control-cards to the Office of Computer Servicés which will
provide a print-out réﬂecting .documents charged to the 'componeﬁt,‘
transmitted outside the éomponent and destroyed, It 1s the respon-
sibility (ﬁ ea;ch control officer to assure that his doc.ument holdings
are in accordance with this listing by conducting a physical inventory

no later than 30 days following receipt of his print-cut.
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10. WAIVERS

Receipts will not be required for the transmittal of T/K

o 2
Vet ypamlimrtt,

T gt
material within the Headquarters Building in that area [formallyy

known as the Special Center, OCI Registry's current procedures

will serve in satisfaction of requirements for registx_'atiqn and

accountability of T/K rnaterial,.

1 | The initial point of receipt of COMINT within the Agency
will serve as the official registry for record of disposition .of such

material and it will no longer be necessary to maintain strict

.

accountability of such meaterial among and between other internal

control points or registries within the Headquarters Building.
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